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The Health Insurance Portability & Accountability 
Act and the Practice of Dentistry in the United 

States: Electronic Transactions

This article reviews the kinds of electronic transactions required under the Health Insurance Portability & 
Accountability Act (HIPAA) and relates them to relevant data contained in an electronic oral health record 
(EOHR).  It also outlines the structure of HIPAA transactions using the claim transaction as an example.  The 
relationship of the HIPAA resource management function to those of patient care are discussed.  The discussion 
points out potential future uses of other existing resource management transactions to realize the maximum 
potential of linking the primary patient care functions to those functions related to managing resources in support 
of that care.  This is needed in all aspects of oral health using the informatics standards activities in which 
the American Dental Association (ADA) actively participates.  The article concludes by providing the dentist a 
perspective on how to relate these capabilities to his/her individual practice setting. 
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Introduction
Two previous articles have developed the 
aspects of patient care data management via 
the electronic oral health record (EOHR) and 
the privacy/confidentiality issues attending both 
patient care and the Health Insurance Portability 
& Accountability Act (HIPAA).1,2  This article will
focus on the administrative transactions that 
attend patient care and support the dental prac-
tice in the provision of quality oral health care. As 
was noted by Heid et al.1, data captured to docu-
ment patient care can also be used to conduct 
the administrative and resource management 
transactions that attend management of the den-
tal practice.  HIPAA administrative transactions 
consist of those communications outside 
the practice that either generate income or 
other reportable data needed for healthcare 
administration.  This article will focus on 
those data needed for the dentist to comply 
with the HIPAA transactions requirement, 
but which will need to be consistent with the 
broader role the dentist now plays, or will 
play in the future, in the full healthcare system. 

HIPAA Transactions in Dentistry
A primary goal of HIPAA is to maintain confiden-
tiality of an individual’s identifiable health infor-
mation if it is transmitted by electronic means for 
administrative purposes.  The phrase, “identifiable 
health information,” means the information itself 
can be directly or indirectly linked to a person.  
Another goal of HIPAA is the establishment of 
commonality of the format used for administrative 
“transactions.”  In order to accomplish this goal, 
the following terminology has emerged to facilitate 
communication between interested parties. 

• “Electronic health transactions” refers to 
HIPAA mandated standards for key areas: 
identifiers, code sets, and those data constel-
lations to be exchanged termed “transactions.”

• “Vocabularies” are those actual terms associ-
ated with “codes” of code sets. 

• “Codes” are compact unique identifiers for 
the concepts that both the human readable 
“terms” and the compact machine-readable 
“codes” represent.

The essential vocabularies used in the EOHR 
will be familiar to the dentist, but they must be 
complete and unambiguous before any coding 

schemes applied to them can serve the under-
lying purpose of conveying concepts from the 
care record for administrative purposes in a 
compact manner.  The continuing communica-
tion of the practicing dentist with the American 
Dental Association (ADA) Standards Committee 
on Dental Informatics (SCDI) will help ensure 
these vocabularies perform as the practitioner 
needs them to perform.

HIPAA Transactions in Dentistry
There are nine essential transactions included 
in the HIPAA regulations to support the adminis-
trative functions in healthcare.  These along with 
their code numbers are shown in Table 1. 

The claims, claims payments, and claims status 
of HIPAA transactions are those key to den-
tistry, but other Data Interchange Standards 
Association (DISA) message formats will be 
useful in the other resource management func-
tions shown in Figure 1 as time passes. (See: 
http://www.wpc-edi.com/hipaa) 

The Claims Attachments transaction lists EOHR 
information that may be needed for administra-
tive functions from the resource management 
perspective.  This may be either structured or 
free text data about a patient care event for 
which payment is being requested. Inserted into 
a single transaction container for transmission 
from the practice to a payer, it is the last trans-
action to be officially approved in the HIPAA 
transaction regulation.  A detailed look at the 
837 Dental Claim Transaction, as specified by 
the ADA, serves as a prime example of how all 
of these transactions are constructed. 

Transactions are logically structured sequences 
of data organized primarily in a hierarchical 
form so Upper (or Outer) envelopes apply to all 
Lower (Inner) data sets.  For example, the 837 
Dental Claim Transaction set is overall orga-
nized logically as shown in Tables 2 and Table 3.
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The general hierarchical structure noted above is 
used not only in the other administrative transac-
tions identified above but also in the other DISA 
transactions for commerce.  This structure uses 
a number of the same standardized loops to 
organize the various data in these healthcare 
administrative transactions that is either derived 
from the EHOR or associated with it.  The key 
point for the dentist to know is software tools exist 
for extracting these data both from the EHOR and 
from other data storage structures and assembles 
the data according to the rules defined as part of 
HIPAA standards into these “transaction” 
messages. 

The dentist should keep in mind transaction mes-
sages of this type, as noted in Heid et al.1, can be 
produced to support the practice supply chain and 

other commercial transactions that might be rele-
vant to the dental practice.   Moreover, the techni-
cal formats of all of these commercial transaction 
messages are currently being re-stated in newer 
syntax to contain the same logical structures out-
lined above.  This step is being accomplished by 
the American National Standards Institute (ANSI) 
an Accredited Standards Committee within the 
DISA commercial standards organization noted 
above.  The software tools for these HIPAA admin-
istrative transactions will be produced for use in 
dental office practice systems by industrial soft-
ware vendors who will then provide them to the 
suppliers of dental office systems as internal com-
ponents.  The current CDT-4 codes available from 
the American Dental Association, Chicago, IL are 
HIPAA compliant.
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As noted in Table 4, the process for obtaining 
quality software, whether it is the EOHR or vari-
ous resource management components for an 
evolving office information architecture, adheres 
to the same basic principles that have been well 
documented by the software engineering profes-
sionals.3,7   These principles are equally appli-
cable here to both the present HIPAA transaction 
requirements and to those transactions needed by 
the evolving dental office practice to incorporate in 
an EOHR.

ANSI Standards 
The first step in achieving the goal to use com-
mon administrative formats for data interchangeis 
to standardize electronic formats used for the 

transmission of health 
information from one 
place to another.  Since 
health providers currently 
use a variety of electronic 
formats for this purpose, 
standardization becomes 
essential.  HIPAA requires 
the use of the ANSI 
DISA X12N Insurance 
Subcommittee developed 
electronic format, for most 
administrative transactions with the exception of 
claims attachments.  Regulations for the excep-
tions are pending. 
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ditions, as well as their etiology, symptoms, and 
the actions taken.  For dentistry these published 
code sets are listed in Table 5.  By requiring all
parties to any transaction to use and accept the 
same coding will likely result in the reduction of 
errors as well as the duplication of effort 
and costs.

Another aspect of standardization is the need 
to establish a unique way to identify all par-
ties involved in the administrative processes in 
healthcare.   These parties include care providers, 
employers, health plans, and patients.   Currently 
multiple ID numbers (such as the social security 
number, patient registration numbers, employer 
ID numbers, etc.) are used in the healthcare 

All health plans and care providers are required 
to adopt these standards, even if an electronic 
transaction is accomplished via telephone or FAX.  
Providers using non-electronic transactions are 
not required to adopt the standards.   However,
like users of systems that are non-compliant with 
HIPAA requirements, these providers will have 
to contract with a clearinghouse to provide elec-
tronic transaction services should it become 
necessary to conduct business using electronic 
means in the future. 

Health organizations are also required to adopt 
standard “code sets” to be used in all health 
transactions.  These include coding systems that 
describe diseases, injuries, and other health con-
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industry which can be confusing, conducive to 
error, and costly.  HIPAA standardization of identi-
fiers is likely to reduce these problems.  Table 6 
lists the required identifier schemes that must be 
employed in HIPAA transactions but which will 
also be concomitantly built into the EOHR as part 
of the capture of observations about patient care.  
The capture of these data into the EOHR should 
make their abstraction for administration transpar-
ent during the composition of HIPAA transactions.

The compliance date for HIPAA’s Electronic 
Transaction Standards was October 16, 2002 
unless a covered entity like a dentist submit-
ted a plan describing how compliance would 
be achieved by the extended October 16, 2003 
deadline.   This additional year applies only to the 
Electronic Transaction Standards and to no other 
aspect of compliance with the provisions of the 
HIPAA legislation.

If a dentist wished to submit a request for an 
extension, the required compliance plans must 
have been submitted to the Department of Health 
and Human Services (DHHS) no later than 
October 16, 2002.  Plans must have provided the 
following information: 

1. A description of the extent to which the den-
tist is in compliance and the reasons why the 
dentist is not in full compliance. 

2. An implementation strategy for achieving full 
compliance that included a budget, schedule 
activities, and work plans. 

3. An indication whether the dentist planned to 
hire a contractor or other vendor to assist with 
the achievement of compliance. 

4. A timeframe of no later than April 16, 2003 for 
testing a computer system for compliance. 

Dentists should recognize the April 16, 2003 test-
ing date resulted in only a six month extension 
from the original compliance date. 

The HIPAA legislation provides for penalties 
for non-compliance as indicated previously.  
Providers may also be excluded from participation 
in federally funded programs such as Medicare/
Medicaid because these programs plan to discon-
tinue acceptance of traditional paper claim forms. 

Additional Transactions 
As depicted in Figure 1, the number and types 
of “transactions” will increase as the information 
domain of the dental practice builds upon the 
core EOHR foundation stone.  Depending upon 
the care setting and the nature of the “healthcare 
enterprise” that includes the dental practice, the 
management of resources will expand beyond the 
transactions defined in HIPAA.  However, as the 
market matures, the existing kinds of transactions 
will be able to serve the additional functions that 
will need to be supported by electronic transac-
tions.   These functions will include transparent 
practice supply chain Management, in addition to 
the present financial management transactions of 
HIPAA.  Other functions that will support patient 
care, as well as ensure consistent formulation 
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of resource management transactions, include 
evidence-based practice guidelines, hazardous 
material control, and other referential data such 
as that for dental materials whose communica-
tion already employs these transaction standards 
and public health event reporting.  The dentist 
must keep these perspectives in mind as the soft-
ware components needed to address the current 
HIPAA transaction requirements are addressed. 
Even though these capabilities are given in terms 
of the HIPAA legislation in the United States, the 
basis is international and the US national stan-
dards developers for both commerce and health-
care are active internationally. 

The US healthcare informatics standards activi-
ties in which the ADA is active have substantial 
links to corresponding international standards, 
and dentists worldwide can be given the links to 
these various efforts.  Table 7 gives several of the 
transactions that might become relevant in many 
dental practices as the staging of supply-chain 
transactions are completed during the normal 
patient care events. 

Conclusions 
This brief synopsis of the role the data inter-
change transactions play in the administrative 
aspects of oral health provides a glimpse of the 
means by which other aspects of resource man-
agement in the dental practice can be linked to 
the recording of patient care observations in the 
EOHR.  It illustrates the structure of transac-
tion messages and how such structural syntax 
can lead modularly to the construction of other 
resource management transactions that may be 
relevant to the dental practice and to the struc-
ture of the EOHR.  Hence, the effort in complying 
with the US HIPAA legislation will help set the 
stage for resource management support of oral 
health patient care functions and public health 
dentistry implications as noted in the 1991 (1997 
revised) Institute of Medicine (IOM) report on 
the Electronic Health (Computer-based Patient) 
Record.4  This original view has been reiterated 
in the more recent IOM 2001 report5 and in the 
report6 of the National Committee on Vital and 
Health Statistics (NCVHS) on building the infor-
mation infrastructure to support the original 1991 
IOM vision.  Additionally, the enterprise informa-
tion architecture7 for all types of oral health prac-
tice situations is currently being documented and 
will appear in the form of ADA standards usable 
by the general dentist in achieving an optimal 
practice enterprise information architecture.
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