Implementation of a Digital Radiographic Image
Acquisition and Retrieval System (DRIARS) Using a
Wireless Network in an Orthodontic Department

Abstract
Aim: The objective of this report is to describe the implementation and pilot-test of an integrated wireless
®
local area network (WLAN) system that incorporated the Planmeca Promax CCD based digital panoramic/
®
cephalometric x-ray system, Dolphin software, and multiple remote user units to increase the efficiency of data
management by the residents in the Department of Orthodontics.
Background: The Department of Orthodontics of the New Jersey Dental School (NJDS) acquired the Dolphin
®
cephalometric analysis software and the Planmeca Promax digital panoramic/cephalometric x-ray units on
separate occasions. Dolphin has been in use for many years at this institution, the current version being 10,
and the Promax was acquired in the Fall of 2002. The digital panoramic and cephalometric radiographs were
acquired and stored separately in the Planmeca’s Dimaxis database.

®

Report: During the incorporation of the WLAN, there was an opportunity to research and install the best
available security system for the WLAN so it could be a network model for the other departments within the
dental school and perhaps other dental schools around the nation.
Summary: Digital radiographs, once obtained, can be stored locally or transmitted securely to remote locations
via a local area network. This article describes the selection criteria and methodology that would optimize the
© Seer Publishing
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transmission and retrieval of such images instantaneously on demand at chair side locations. This will not only
save significant clinical time but will enhance the productivity of the clinic in the long run.
Keywords: Wireless local area network, WLAN, digital radiology, wireless access, cephalometric radiography
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Introduction
In the late 1980s and 1990s digital radiography
(DR) was born to cynicism and had its share of
growing pains. More than a decade later, the
technology has been widely accepted within
the dental profession. The adaptation and
implementation of DR is catching up with similar
high-tech innovations in dentistry. In specialties
like Orthodontics and Endodontics, where imaging
plays a pivotal role for studies on growth and
development, treatment planning, and posttreatment evaluation of outcomes, it was a natural
fit. DR not only reduced radiation doses to a level
far below the existing exposure times but has
also contributed to the overall efficiency of the
orthodontic clinics due to the time saved in image
production with the total elimination of the dark
room, film processing, and other radiographic
paraphernalia. The literature indicates the
diagnostic performance of DR is comparable to or
even better than that of conventional radiography.1,2

LAN is adequate for use with fixed access points
(APs), there was a growing need for the ability of
mobile workstations to easily access the records
on demand at chair side and elsewhere. The use
of wireless networking is one such solution to the
mobility issue. The Department of Orthodontics at
the New Jersey Dental School (NJDS) initiated a
search into the ways and means to implement the
wireless networking. The search considered the
compatibility and expandability of existing LAN for
future needs with the ultimate goal of utilizing the
wireless LAN for a more efficient access to the
databases virtually from anywhere in the dental
school.
Methods and Materials
There were three important pre-requisites for the
implementation of the wireless local area network
(WLAN) within the department; namely, hardware,
software, and network connectivity. These are the
essential basics for successful implementation of
wireless digital radiographic image acquisition and
retrieval systems (DRIARS).3

With continued utilization of treatment planning
software within the office or a clinic, there was a
need for more rapid access to the patient records
which was until now taken care of by high speed
networks and Local Area Networks (LAN). While

Hardware
®
Digital X-ray unit:: Planmeca Promax digital
panoramic/cephalometric machine (Planmeca
USA, Roselle, IL, USA). The unit was selected
based on a variety of factors including
interoperability and machine design. Storage
phosphor-based systems were considered initially
but did not receive enthusiastic support from the
faculty because of the two-step process required
for image acquisition and the lack of good image
management software with some systems. Some
of the additional features considered before
selecting the digital X-ray machine were as
follows:
• Planmeca’s digital cephalometric sensor
moved horizontally as opposed to some other
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brands where the movement is vertical.
• Barring a malfunction, no distortion can occur
with these models.
• Planmeca also offers nine cephalometric
configurations.
• The structure is very open and is easier to
monitor the patient state/comfort/movement.
• Planmeca’s imaging software, Dimaxis®, is an
efficient and user-friendly program.
• All mechanical movements are software
controlled.
• The Planmeca’s CCD pixel size is 0.33
microns with a resolution of six line pairs per
millimeter (lppm) and has a 17 bit dynamic
range. The images obtained have the
following resolutions.
° Cephalometric radiograph:: 1816 x 2141
pixels (approximate TIFF file size ~3.6 – 4
MB)
° Panoramic radiograph:: 2424 x 1128 pixels
(approximate TIFF file size ~2.6 – 3 MB)

Portability and Accountability Act (HIPAA)
compliance. A wireless Wi-Fi 802.11a (54 Mbps)
network was finally selected and bridged to the
wired network in the Department of Orthodontics.
Wi-Fi 802.11a operates on a frequency of 5
GHz with an access range of 25-75 feet indoors
(Table 2).
PACS and RIS:: All radiographic files from the
Department of Orthodontics and elsewhere in the
NJDS will eventually be stored on the University of
Medicine and Dentistry of New Jersey Hospital’s
picture archiving and communication system
(PACS); although currently, the data base is stored
locally.
The Hospital PACS is a DICOM-compatible, highend server-based redundant system and will
eliminate the need for local backup to two hard
drives. Dimaxis is capable of sending images to the
PACS system via a DICOM III interface for which
a separate license was required. The radiographs
will no longer be viewed via the Dimaxis client once
the PACS connection is in place. The retrieval will
be via a web interface client also connected to the
Radiology Information System (RIS) as PACS will
not function properly without a robust RIS. During
planning for the eventuality of the database storage
and management the decision to access the
information wirelessly to increase efficiency of care
and productivity within the clinic was an easy one.

Computer Workstations
The configuration of the computer workstations
used in the system is shown in Table 1.
Software
Software installations are shown in Table 1.
Data security is maintained for the Dimaxis image
database on a separate internal 120GB hard
drive and by simultaneous backup of both the
Dimaxis database and Dolphin on two external
drives, one of which is taken off site each
day. The Dimaxis server software controls the
Planmeca Promax during the acquisition, storage,
and retrieval of digital X-ray images.

Results
After the Ethernet cables were upgraded from
Category 3 to Category 5, the wireless LAN was
implemented seamlessly with the existing LAN
utilizing a Cisco’s Aeronet 1200 AP and Cisco
AIR-CB20A wireless adapter cards installed in the
IBM T-30 laptops. A standard LAN AP was also
available for the residents as a backup for retrieval
of images and treatment planning using the
Dolphin® software.

Networking
The hybrid wired/wireless network is configured to
allow high speed retrieval and viewing of images
using Dimaxis client on remote desktops and
laptops (Figure 3), laptops at chair side (Figure
4), and for easy downloading of images into
Dolphin for cephalometric analysis and treatment
planning.

Discussion
Since the Ethernet was first developed during the
1970s, it has quickly become the basis for Internet,
LAN, and enterprise–wide networks spanning entire
geographic areas called the wide-area networks
4
or WANs. Using wire-dependent technology a
signal must travel a physical path when sent from
one location to another. The physical path used
to carry a signal between a signal transmitter

The LAN Ethernet cables were upgraded
from Category 3 (10-100 Mbps) to Category 5
(10-1000 Mbps). Selection of wireless standard
was the next big consideration involving issues
of applicability, speed, and Health Insurance
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Table 1. Hardware configurations.
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Figure 2. Computer work station #2 for
Dolphin®. Workstation also has Dimaxis®
software for retrieving radiographs remotely
using a LAN.

Figure 1. Computer work station #1 which
stores the Dimaxis X-ray image database.
USB based external hard drive is shown with
an arrow. Connected to LAN.

Figure 4. Fully operational, wireless LAN
supported chair side remote laptop.

Figure 3. Remote laptop (client) for wireless
access of the database. Note the Cisco AIRCB20A wireless adapter card in the laptop
(circled). The Dolphin® and Dimaxis® are
simultaneously being displayed on the remote
computer.
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Table 2. Table showing the comparison of currently used IEEE 802.11 wireless standards.

and a signal receiver is called the transmission
media. In general, data elements in a data
stream are generated as electrical signals, either
as electromagnetic waves (analog signals)
or as a sequence of voltage pulses (digital
signals).5,6 There are two types of transmission
media: guided and unguided. Guided media are
manufactured so that signals will be confined to
a narrow path and include a twisted–pair wiring,
coaxial cable similar to that used for cable TV and
optical fiber cable.5,6 An example of the unguided
medium is Earth’s atmosphere, which connects
the sub networks through a microwave link. It
ensures a reliable connection unaffected by rain
5,6
and fog. Each of these media offers varying
degrees of speed and reliability.

and forcefully into wireless and mobile data
communications arenas. The need for efficiency
in the wireless arena is a temporary one. The
advances in wireless engineering technology
in the form of third generation (3G) systems
will eventually eliminate the existing bandwidth
limitations obviating the need for efficient
protocols. However, as long as capacities of the
wireless networks remain finite, the need for
efficiency will persist.4
The Department of Orthodontics was the first
department within the NJDS to adopt the wireless
technology using the 802.11a standard with data
streaming capability of about 54 Mbps, while
the rest of the school used the 802.11b with
streaming capacity of only 11 Mbps operating on
a 2.4 Ghz bandwidth. The difference between the
two applications is the security standards built
into each protocol. The 802.11b wireless standard
is currently used school-wide only for accessing
the Internet while the 802.11a standard within
the Department of Orthodontics is being utilized
for accessing the patient data and, hence, uses
higher bandwidth and a higher data streaming
capacity. However, 802.11b is being replaced
by a newer wireless standard, 802.11g, that has
a maximum downloadable speed of 54 Mbps.
With the introduction of newer and more powerful
wireless standards such as 802.11n (operating
at speeds of up to 108 Mbps, yet to be ratified

To connect two sub networks across town T1
or T3 dedicated lines supporting high-speed
communications can be used. NJDS has T3 lines
within the building for land access to the Internet
as well as to the Intranet. It also has an 802.11b
-based wireless networking for the same purpose.
The 1980s and 1990s were the decades of
simple protocols such as the Simple Mail
Transfer Protocol (SMTP) and Simple Network
Management Protocol (SNMP). These protocols
were indeed simple and widespread but
were not necessarily good. Current network
communications have expanded dramatically
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Table 3. Table showing the comparison of newer IEEE wireless standards being
implemented with emerging future standards.

by the Institute of Electrical and Electronic
Engineers-IEEE) data access will be more rapid
and easier than previous wireless protocols. The
differences in the commonly used standards,
both past and current and their advantages and
disadvantages, are listed in Tables 2 and 3.

can choose one to connect to based on preconfiguration or by displaying a list of SSIDs
in range and asking the user to select one.
In most home wireless network settings the
default configuration from the manufacturer is to
broadcast the SSID. When the router is installed
on the network, it is configured to be completely
open (no security settings enabled). Network
access control can be implemented using an
SSID associated with an AP or group of APs. A
client computer must present the correct SSID to
access the AP. Thus, the SSID acts as a simple
password and provides a measure of security.
However, this minimal security is compromised
when the AP is configured to “broadcast” its SSID.
In larger corporate networks SSIDs are configured
appropriately enabling the baseline security.

There is always a security concern about
maintaining confidentiality of patient data when
using a wireless network. The following is a
discussion of the various mechanisms that are in
place and the one chosen for its wireless security.
Basic 802.11 Security
Wireless devices, such as laptops or personal
digital assistants (PDA), connect to a wired
LAN via an AP which is a hardware device or a
computer’s software that acts as a communication
hub. APs provide heightened wireless security
and extend the physical range of a wireless
LAN. To access an AP predominantly on 802.11
networks, users should be aware of the following
important factors.5

Media Access Control (MAC) Address
Filtering and Dynamic Host Configuration
Protocol (DHCP). The MAC address is a unique
value associated with a network adapter. MAC
addresses are also known as Physical addresses
or hardware addresses. They uniquely identify
an adapter on a LAN. While an AP or a group of
APs points can be identified by an SSID, a client
computer can be identified by the unique MAC
address of its 802.11 network card. To increase
the security of an 802.11 network, each AP can

Service Set Identifier (SSID). SSID is a name
used to identify the particular 802.11 wireless
LANs to which a user wants to attach. A client
device will receive broadcast messages from all
APs within range advertising their SSIDs and
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be programmed with a list of MAC addresses
associated with the client computers allowed to
access the AP. If a client’s MAC address is not
included in this list, the client is not allowed to
associate with the AP. Although MAC address
filtering provides good security, it is best suited
to small networks. Each AP must be manually
programmed with a list of MAC addresses, and
the list must be kept up-to-date. DHCP allows
a computer to join an IP-based network without
having a pre-configured IP address. DHCP is
a protocol that assigns unique IP addresses
to devices, then releases and renews these
addresses as devices leave and re-join the
network.

network administrators as they all used static
keys. It is said the WEP system was flawed from
the start because it was designed by electrical
engineers and not by cryptographers.7 Although
one or all of these methods may be implemented,
all three put together provide a better, more
secure solution.
Dynamic WEP Key Management
802.1X: Does not require a specific protocol for
authentication. Instead, it specifies the Extensible
Authentication Protocol (EAP) will be used. EAP
is an encapsulation protocol allowing different
authentication protocols to be selected and used.
802.1X is designed to authenticate and distribute
WEP keys between the wireless client and an AP.

Wired Equivalent Privacy (WEP) Encryption/
Wireless Encryption Protocol. Wireless
transmissions are easier to intercept than
transmissions over wired networks. WEP provides
encrypted communication using an encryption
key between the client and an AP (Figure 5). All
clients and APs on a wireless network use the
same key (static key) to encrypt and decrypt
data. The key resides in the client computer and
in each AP on the network. The three systems
described still posed a security concern for large

The 802.1X draft standard addresses some of
the multicasting (as opposed to the unicasting in
normal applications) issues by enabling dynamic
WEP key management in real time. Although
adequate for home use, its inability to effectively
secure enterprise-level wireless networks from
intrusion makes the newer Wi-Fi protected
access a more robust solution and is being
readily accepted within the wireless development
community.7

Figure 5. Diagrammatic representation of a standard Wireless LAN security using
the encrypted WEP protocol and the MAC address filtration. Note the use of this
protocol is gradually waning.
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Wi-Fi protected Access (WPA) Encryption
The non-profit Wi-Fi alliance,8 the consortium
behind interoperability standards, has announced
an official replacement for the much derided
WEP encryption. The new solution called Wi-Fi
protected access (WPA) is a subset of the still
unfinished IEEE9 security specification.

wireless network is on. The network security
system using the LEAP protocol11 (Figure 6)
developed by Cisco Systems was purchased for
the Department of Orthodontics after researching
the available options.
The LEAP protocol is a Cisco proprietary protocol
that authenticates the user and the AP through
which the user connects. The wireless adapter
associates to an AP and sends an authentication
request followed by a username to the access
control server (ACS). The ACS sends a challenge
back to the client. The client then runs the
challenge through the LEAP algorithm with the
password input into the client utility to generate
a challenge response. The challenge response
is then sent to the ACS through the AP. The
ACS uses the LEAP algorithm and the client’s
password from the database to generate its own
challenge response. If the password input by the
user and the password found from the database
are identical, the challenge response will be
identical and the access will be granted to the
wireless medium. Otherwise, the AP will send an
authentication failure to the client. It is important
to note the actual password is never transmitted
over the network.

802.11i: Correction of security flaws in the
802.11a and 802.11b has moved closer to reality
with the release of a draft for a specification that
addresses the problem. Draft of IEEE’s 802.11i
specification to enhance security on 802.11
wireless networks was recently finalized and is
now circulating within the engineering community
10
for editing and subsequent approval.
Wireless Ethernet Compatibility Alliance (WECA)
is the industry group that tests and certifies
802.11x wireless products for interoperability.
WECA anticipates testing the first 802.11i
products by the Fall of 2004.
WPA is forward compatible with 802.11i which
was released in June 2004. WPA works on an
encryption known as TKIP (Temporal Key Integrity
Protocol) encryption which, unlike WEP, does not
use a static key. Static keys are seldom changed
by users and are a security risk. In WPA, even
though multiple users use the same AP, keys are
refreshed each time before the key is generated.

The PEAP protocol is a draft standard
developed jointly by Cisco and Microsoft. PEAP
authentication involves two phases. First, the user
authenticates the authentication server. Second,
the authentication server authenticates the user.

The Protected Extensible Authentication
Protocol (PEAP) and Lightweight Efficient
Application Protocols (LEAP)
WLAN poses two major challenges for network
administrators:
1. Authentication of network users
2. Encryption of network traffic

Both PEAP and LEAP protocols are regarded
as safe authentication algorithms. PEAP has the
ability for the user to authenticate the ACS via
client and server certificates. Because of this
ability and the other factors mentioned above
in the discussion, PEAP is regarded as a more
secure authentication protocol than LEAP.

With weak or non-existent authentication,
unauthorized users may access network
resources. Traffic sent over the radio frequency,
such as unencrypted or poorly encrypted
algorithm, may be captured by a hacker.

Although the selection of the network security
was the most time-consuming part of the entire
implementation process, it was nevertheless
seamless. The data access within the vicinity
of the graduate and undergraduate clinics, staff
and student study areas, and seminar rooms
has become readily available and at a faster
speed. The Dolphin and digital image databases
are accessed with ease and efficiency for more
productive and efficient patient care.

Although the radiographic acquisition and
storage are on a wired network within reach, a
wireless network is the only solution for remote
simultaneous access to the images for the
postdoctoral students as well as their access
at chair side. Security is a concern while the
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Figure 6. Diagrammatic representation of a wireless LAN security using the LEAP
protocol.
1. The wireless adapter associates with the AP.
2. The AP sending in an authentication request to the authentication server
followed by an user name.
3. The authentication server sends a challenge back to the client.
4. Challenge response-using LEAP from a client (password) being sent to the
authentication server. The server generates another response using the
password from the database.
5. Access granted to the file server after matching the challenge responses.

The yet to be introduced 802.16a,12 also
known as Wi-Max (Worldwide Interoperability
for Microwave Access), a newer and more
sophisticated standard in wireless technology,
will become available early next year. It is a radio
system that can easily transmit data up to 30
miles. It will, perhaps, change everything that
we know today in terms of speed, access, and a
host of associated issues. Security will still be a
major issue, as always. The key for a successful
implementation of a wireless clinic within a dental
school lies in the overall planning and selection
of an appropriate wireless standard and security
protocol. The rate-limiting step in the application
of this technology in a private office is not the
technology itself but rather how quickly practicing
orthodontists come to accept and appreciate the
13,14
benefits of this new technology.

Summary
Transmission of digitally acquired radiographic
images can be easily accomplished securely
by adding a WLAN to the existing LAN. This
will facilitate the simultaneous access to the
data base by multiple users without the clutter
of the wires or cables. The NJDS model used
the common IEEE protocol 802.11a along
with Cisco’s LEAP protocol as an additional
authentication method. This has created a
seamless integration with two datasets-digital
radiographic repository (Dimaxis®) as well as
orthodontic treatment planning software (Dolphin®)
for simultaneous access, HIPAA compliance, and
use. This mechanism will potentially save valuable
chair side time and increase productivity in an
orthodontic office.
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